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https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1021914/KCSIE_2021_September_guidance.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/623895/Preventing_and_tackling_bullying_advice.pdf
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Scope and Purpose

This policy is for use by all learners, staff members (including volunteers), and
governors of Landmarks. The college has a legal and professional obligation to
safeguard its learners. This policy outlines:

e The robust processes that are in place to support learners to be safe online.
e An overview of the different types of online safety concerns.
e The preventative steps the college takes in promoting online safety.

e The monitoring and reporting processes that are in place in relation to online
safety.

This policy may be updated outside of the standard review cycle in response to any
changes within statutory guidance or legislation.

Roles and Responsibilities
Board of Governors:

e Landmarks’ governors are responsible for being aware of Landmarks’
approach to online safety and hold the senior leadership team to account for
its implementation.

e Holding to account means governors will require:

o An annual online safety risk assessment that reflects your learner
profile and local risks.

o An annual review of filtering and monitoring effectiveness.

o Termly DSL report line items that include online safety trends, device
incidents and themes.

o Evidence of staff training completion and learner teaching coverage.
Designated Safeguarding Lead (DSL):

e The DSL is responsible for working with the Principal, Designated
Safeguarding Officers, the Head of ICT and Data, and other staff as
necessary to address any online safety issues or incidents.

e Ensuring that any online safety incidents, including cyberbullying, are logged
and dealt with appropriately.

e Liaising with other agencies and/or external services if necessary.
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Head of ICT and Data:

e The Head of ICT and Data is responsible for ensuring an appropriate level of
security protection procedures are in place, such as the college’s filtering and
monitoring systems.

e Ensuring that the college’s ICT systems are secure and protected against
viruses and malware, and that such safety mechanisms are updated
regularly.

e Ensuring that any online safety incidents are logged and dealt with
appropriately in line with this policy.

All staff:

= All staff are responsible for following the college’s safeguarding policies and
procedures in relation to any online safety concerns.

Parents/Carers:

¢ Notify the young person’s personal tutor or a member of the safeguarding
team if any concerns or queries are raised regarding e-safety.

The Key Categories of Risk

Our approach to online safety is based on addressing the following categories of
risk, as defined in Keeping Children Safe in Education (2025):

Content — being exposed to illegal, inappropriate or harmful content, such as
pornography, misinformation, disinformation (including fake news), racism,
misogyny, self-harm, suicide, anti-Semitism, radicalisation and extremism. Sexual
content does not always include imagery; harm may also occur through sexualised
text conversations, voice notes, role play or chat-based interactions (including Al
chat tools).

Contact - being subjected to harmful online interaction with other users, such as
online abuse and harassment, image-based abuse, peer-to-peer pressure (including
pressure to comply to “keep a relationship”), commercial advertising and adults
posing as children or young adults with the intention to groom or exploit them for
sexual, criminal, financial or other purposes.
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Conduct - personal online behaviour that increases the likelihood of, or causes,
harm, such as making, sending and receiving explicit images (e.g. consensual and
non-consensual sharing of nudes and semi-nudes and/or pornography), sharing
other explicit images and online bullying.

Commerce - risks such as online gambling, inappropriate advertising, phishing
and/or financial scams.

Educating Learners about Online Safety

All learners will have different levels of understanding around the safe use of
digital technology, so it is important that each individual's risk is detailed within
their individual risk assessment; for example, some learners who are particularly
vulnerable may require supervision when accessing college devices, while other
learners will not.

The priority in education is to support learners to understand how to keep
themselves safe online, including what to do if they find something worrying online.

Learners will be taught about online safety in a variety of ways, including:
e As part of sessions such as ‘Life in Modern Britain'.
e Through RARPA targets, to support learners to work towards individualised
online safety skills.
e The coverage of promotional events such as Safer Internet Day and Anti-
Bullying Week.
e Individual information, advice, and guidance.

Online safety topics will be delivered to learners depending on what is most
relevant to them; for example, understanding the need to keep personal information
private, knowing how to report concerns online, or the consequences of sharing

inappropriate material.

Use of Generative Artificial Intelligence (Al)

Generative artificial intelligence (Al) tools, such as chatbots, image generators and
voice or video creation tools, are increasingly accessible through websites, apps and
search engines. While these tools can have positive uses, they also present online
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safety risks. Al-generated content may be inaccurate, misleading or harmful, and
learners may be exposed to inappropriate material, misinformation, or content that
appears realistic but is not real (for example, manipulated images or videos). There
are also data protection risks if personal or sensitive information is entered into Al
tools.

Landmarks supports learners to understand how to use technology safely and
responsibly, including the use of Al where appropriate. Learners will be supported
to recognise that Al outputs should not be assumed to be accurate, safe or suitable,
and that Al tools should not be used to generate or share harmful, inappropriate or
distressing content. Any concerns relating to the use of Al, including exposure to
harmful content, misuse, or safeguarding risks, will be managed in line with this
policy and the college’s safeguarding procedures.

Educating Parents/Carers about Online Safety

The college will raise parent/carers’ awareness of internet safety in communications
home, and in information via our website or social media platforms. If parents/carers
have any queries or concerns in relation to online safety, these should be raised in
the first instance with their young person’s personal tutor, who can provide
information, advice and guidance about this topic.

Cyberbullying

Cyberbullying is bullying which takes place online, such as through social
networking sites, messaging apps or gaming sites. Like other forms of bullying, it is
the repetitive, intentional harming of one person or group by another person or
group, where the relationship involves an imbalance of power.

To help prevent cyberbullying, we will ensure that learners understand what it is
and what to do if they become aware of it happening to them or others. We will
ensure that learners know how they can report any incidents and are encouraged to
do so, including where they are a witness rather than the victim. The college will
actively discuss cyberbullying with learners, explaining the reasons why it occurs,
the forms it may take and what the consequences can be.

In relation to a specific incident of cyberbullying, the college will follow the
processes set out in the college’s anti-bullying policy. Where illegal, inappropriate,
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or harmful material has been spread among learners, the college will use all
reasonable endeavors to ensure the incident is contained; the DSL will consider
whether the incident should be reported to the police if it involves illegal material
and will work with external services if it is deemed necessary to do so.

Electronic devices, searches and examination

Searches or examination of a learner’s device may only be carried out by authorised
staff and must be necessary, proportionate, and recorded. Authorised staff are the
Campus Manager, DSL, DSO, or Head of ICT and Data, or a nominated delegate
acting on their instruction.

A search or examination may be considered where there are reasonable grounds to
suspect the device contains material or evidence linked to safeguarding risk, illegal
content, harm to others, serious breaches of college rules, or disruption that
prevents learning.

Where illegal content is suspected, staff must not share, forward, copy, or
download material. The device should be secured, the DSL or DSO must be
informed immediately, and advice should be sought from the police and relevant
safeguarding partners as appropriate.

The college will follow Department for Education advice on searching, screening
and confiscation and any related guidance on mobile phones.

Learners using Mobile Devices in College
Learners may bring mobile devices into college as it is recognised that, at times,
they may wish to use them to support their safety when travelling to and from

college. The college accepts no responsibility for replacing lost, stolen or damaged
mobile technology.
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Expectations During Sessions

Mobile phones and other personal smart devices must not be used during teaching
sessions. This expectation applies across all sites and sessions to promote
engagement, calm learning environments and online safety.

Learners may use their personal devices only before the first session begins, and
during lunch break.

Personal devices should be switched off or placed out of sight during teaching
sessions unless the exception below applies:

e Communication aids: A learner may use a mobile phone or personal device
during sessions only when it is explicitly required as an Augmentative and
Alternative Communication (AAC) aid or assistive technology to support
communication, as agreed in the learner’s support plan.

e Where a device is used as an AAC aid or assistive technology, use must be
limited to that function during sessions. Staff will make reasonable
adjustments so the learner can communicate with dignity and without
unnecessary barriers.

College Devices for Learning

To maintain the security of the college’s network and to ensure appropriate
safeguarding through filtering and monitoring, learners are not permitted to use
personal tablets or laptops within college. Only college-owned devices, which are
subject to safeguarding controls, may be used.

Where technology is needed for learning activities, learners should use college
devices such as iPads and laptops. Learners are expected to use all devices in line
with the Digital Technology Acceptable Use policy.

Responding to Issues of Misuse

Where a learner misuses the college’s ICT systems or internet, we will follow the
procedures set out in the college’s ‘Digital Technology Acceptable Use’ policy. The
action taken will depend on the individual circumstances, nature and seriousness of
the specific incident, and will be proportionate. The college will consider whether
incidents which involve illegal activity or content, or otherwise serious incidents,
should be reported to the police.
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See ‘Annex 1’ for the process detailing what happens when an e-safety concern is
raised.

Mobile Data and Filtering

The college’s filtering and monitoring controls apply to devices connected to
college Wi Fi. Learners may choose to use mobile data, which is not monitored by
the college. For learners under 18, parents or carers are responsible for ensuring
appropriate parental controls and filtering are in place on any personal device.

Responding to Mobile Phone use in Sessions

Where a learner uses a device during a session without an agreed exception, staff
will respond in a calm, consistent and proportionate way:

e Remind the learner of the expectation and ask them to put the device away.
e If continued, the learner will be asked to place their device in secure storage
until lunch or the end of the day, depending on the time, with the learner

supported to transition.

e Repeated incidents will be followed up through the learner’s support
network, and may result in an individual device plan being agreed, including
additional reasonable adjustments where needed.

e Where a learner continues to use a mobile phone or personal device during a
session despite repeated prompts and support, and this behaviour is
preventing effective teaching or learning, staff may ask the learner to leave
the session. Staff will work with the learner to find an alternative session or
activity.

e |f mobile phone or personal device use persists beyond this, Campus
Managers may contact the learner’s parents/carers, following authorisation
from a college Director, for collection from college. This decision will be
made proportionately, with consideration given to the learner’s needs, safety
and wellbeing — learners will not routinely be sent home for a single incident
of device use.

e Where a learner continues to use a device in sessions despite support and
agreed strategies, a programme review may be initiated. This will consider
whether the current programme and support arrangements remain
appropriate, and what changes are needed to support the learner’s
engagement, wellbeing and progress.

Page 9




LAN RKS

Any safeguarding concerns linked to device use, online activity, bullying, harmful
content or exploitation will be managed in line with safeguarding procedures and
recorded appropriately.
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Annex 1 - Online Safety Concern Flowchart

Online safety concern reported to a
Designated Safeguarding Officer (DSO)

Yes

v
[ Concern substantiated? ]
Y
[N ]

<

Log on Databridge under appropriate
category (safeguarding or behaviour of

N

Log on Databridge under appropriate
category (e.g. information, advice and

concem?*) guidance)
: P >
llegal materials/activities ] | o ] Personal tutor fo follow up
found or suspected? with the learner about any
¥ further support needed,
v including any information,
Report to the relevant advice and guidance or
Yes safeguarding social care \ signposting. /
if thresholds are met.
Follow advice provided.
4 N\
Report to the police and refer X
to the relevant safeguarding If not met, DSO to meet
social care. with personal tutor and
S consider what other
¥ measures might be

-

J

Await police response. lllegal
materials/activities confirmed?

< v

Yes No

J

Police and/or social care will
conduct an investigation — any
advice provided must be
implemented. DSO to update
event log.

*Quick guide (please refer to the safeguarding \
policies for more information):

Safeguarding

e The learner is experiencing, or at risk of, harm or
abuse

e The concern is related to sexual abuse and/or
harassment

e The concern involves threats and/or
cyberbullying where the learner is under 18

Behaviours of concern
e All other online safety related concerns j
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Annex 2 — Accessible E-Safety Policy

= [e]

This policy explains how Landmarks will help you to keep safe
online.

What is E-Safety?

= [@]

f There are different types of risks online.

E-Safety means ‘staying safe online’.

A What are the risks?
Content: Being shown illegal,
inappropriate, or harmful content.

Illegal means against the law

Inappropriate means it is bad to look at
this
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This could include:
e pornography,
e racism,
e people being hurt,
e people sharing extreme views.

{12l

Contact: Someone being mean to you
online.

51t

This could include:

e online abuse,

e bullying,

e people pretending to be other people
online.

=

Conduct: Behaviour online that could
lead to harm.

(@ _
4_

This could include:

making, sending and receiving nude
images,

sharing nude images that have been
sent to you.

Commerce: Risks online that involve
money.

This could include:
e online gambling,
e scams,
e people trying to get your personal
banking information.
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Using Devices at College

You can bring your phone to college.

0
v

You can use your phone:

e Before sessions start.

O

e At lunchtime.

[] e

You can use your phone in sessions only
if you use your phone to help you to talk
(as a communication aid).

Learners are not allowed to use their
phones in session for any other reason.

.

You can use college devices like iPads
and laptops in sessions.

You must follow the rules when using
college devices.

This means you should not search for
anything that could be inappropriate or
illegal.

(Look back at the risks online if you are
not sure)
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If you search or type something
/‘\ inappropriate, staff will know.
This is to make sure that everyone is
3 safe.
° Staff might ask you about what you
\ ? were looking at.

If you keep looking at inappropriate
content on college devices, you might

Landmarks uses NetSupport to check
what learners are looking at on college
devices.

——— not be allowed to use them anymore.

' 4
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Reporting Concerns

If you see something online that makes
you feel unsafe or worried, there are
different things you can do.

If it happens at college, you can tell a
member of staff.

You could also click on the ‘NetSupport’
button.

If it happens at home, you could tell a
parent/carer.

REPORT

CONTENT You could also report it online, using

=% websites like ‘Report Harmful Content’.

Remember, you can always block
people if they are posting things that
you find worrying or upsetting.

This means they can’t see or talk to you
online

Telling someone is good.
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https://reportharmfulcontent.com/?lang=en

We might need to tell someone else,

like the police.

Staff will support you.
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