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National Risks - risk of radicalisation generally

National Threat Level: Substantial - An attack is likely

(no change from previous year)

Main Risks:
I. Islamist terrorism remains a significant threat, though this is
not currently reflected in the number of referrals to Prevent.

Derby has the highest levels of Islamist caseload in the region.

2. Self-initiated terrorism (S-IT) is also considered to be the
greatest threat to the UK with individuals acting in support of

Islamist or Extreme Right Wing terrorist ideology. Attacks in the
UK are likely to be low sophistication (e.g. bladed or blunt force

weapons, vehicle as a weapon)

National reporting describes a complex and mixed threat
landscape spanning ideologies, with online radicalisation and lone-

actor style risk remaining significant.

Individuals aged I 1-15 now account for the largest number of
referrals to Prevent (previously was 16-25). However overall

referrals have increased by 27% from the previous year.

Risk 3 - Extreme Right Wing terrorism is
dynamic, with new groups regularly emerging.
Many of these are white supremacists which
aspire to collapse western society, incite a race
war, glorify S-IT attacks, promote Nazism and
praise Adolf Hitler.

Large-scale violent attacks related to this ideology
are considered less likely however the number of

referrals in this area are increasing year-on-year.

Local Risks - risk of radicalisation in your area and institution

NORTH EAST - Enterprise House (Rotherham)

Risk 4 - No clear ideology /

vulnerability first

There is a growing cohort of young
people radicalised online who may not
align neatly to a single ideology, and
that Prevent statistics show many
referrals relate to vulnerability without
ideology / CT risk.

What does this mean for Landmarks?

- Around 50% of Prevent referrals include a young person with a
neurodivergence, typically autism. Not all of these referrals will go on
to need Prevent input, but it suggests that Landmark’s cohort may be

particularly vulnerable.

- However, these figures should be interpreted with caution; young
people with autism have certain protective factors as well as
vulnerability factors, so being autistic isn't necessarily a suspceptibility
on its own.

- Landmarks' referrals to Prevent remain low, with just 5 referrals
made over the last 5 years. Of these, 100% were male, with a mixture
of diagnoses; 4 referrals related to no clear ideology with | referral

made due to extreme right-wing concerns.

- When considering risk of radicalisation, accessibility should also be
considered. Landmarks have a growing cohort of learners who are
independent both online and in their communities - therefore

education around staying safe in these areas is crucial.

Risk | - Islamist Terrorism remains the greatest threat to the
North East. In the North East, the key ideological influence
continues to be from ISIL (also known as ISIS or Daesh) but there
is also some support for Al Qaeda. Propaganda encouraging
individuals

to travel for extremist purposes is a continuing theme.

Risk 2 - Extreme Right Wing Terrorism.
This is inspired by an ideology which includes anti-
Islam, anti-immigration, anti-government, anti-
LGBTQ+ and white supremacist beliefs.
Nationally and regionally there have been cases of
S-ITs with an ERWT ideology utilizing low-
sophistication methodology in attacks, (E.g. knives
or vehicles) but more complex methods such as
the use of an improvised explosive device are also

possible.

Local Risks - risk of radicalisation in your area and institution
EAST MIDLANDS - Littlemoor House (Eckington), Apperknowle Farm (Dronfield), Mapperley Park House (Nottingham), The Archer

Risk 3 - Emerging Issues

- 3D printed firearms. The threat
posed from 3D printed firearms is
increasing due to improved printing
techniques and the accessibility of

products.

Risk 3 (continued) - Emerging Issues

- Cryptocurrency. Fundraising is a reoccurring theme in terrorist
related activity, particularly with the use of cryptocurrency due to the
anonymity it offers and the difficulties in determining the end usage of
the cash flow.

- Drones. Reporting surrounding the criminal use of drones has
increased, both nationally and within the North East. Currently, there
has been no information to suggest the use of drones for terrorist
purposes within the North East.
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Risk | - Islamist Terrorism is also the greatest threat to the East
Midlands - individuals in Derbyshire in particular are being
radicalised with the use of Islamist ideologies both in person and

online.

Terrorist groups overseas play an important role in
driving the threat in the UK. This is achieved primarily
by inspiring wouldbe attackers (self-initiated terrorists)
through their ideologies and extremist media rather than

a directed group attack.

Leadership and Partnership

Category

Leadership

Risk 2 - Extreme Right Wing Terrorism.
Emerging vulnerabilities have been noted in
Derbyshire with regards to ERW graffiti and
leaflet distributions, likely to entice tension and
hatred within communities. Concerns reported
often feature comments, attitudes and actions
that relate to Nazism, anti-Semitism, anti-

immigration and racism.

Examples include cases of ERWV graffiti in
Chesterfield and Dronfield.

What is the risk here?

The setting does not place sufficient priority to
Prevent and risk assessment/action plans (or does
not have one) and therefore actions to mitigate
risks and meet the requirements of the Duty are

not effective.

Risk 3 - Online Extremism. Recent
activity shows an increase in young
individuals within the county
committing offences online,
downloading or distributing terrorist
material, and sometimes even attack
planning. This is particularly prevalent

in relation to ERW ideology.

Hazard

What is the hazard here?

Leaders (including governors and
trustees) within the organisation do
not understand the requirements of
the Prevent Statutory Duty or the
risks faced by the organisation. The
Duty is not managed or enabled at a

sufficiently senior level.

Risk management

What has your institution put in place to ensure sufficient understanding

and buy-in from Leadership?

Two governors are connected to safeguarding:
I. One governor attends fortnightly safeguarding meetings
2. One governor chairs the half-termly Safeguarding, Prevent and

Equity Committee

These governors feedback at the Board of Governors about updates

within safeguarding and Prevent.

Three college Directors, and the Principal, are Designated

Safeguarding Officers.

Leaders do not have understanding and
ultimate ownership of their internal
safeguarding processes, nor ensuring
that all staff have sufficient
understanding and that staff implement

the duty effectively.

All governors have received external training around the role of the

governor in relation to safeguarding.

All governors receive regular safeguarding updates.

Leaders do not communicate and

promote the importance of the duty.

The DSL completes regular all staff briefings with staff, including

Prevent briefings.

An aspect of the college's curriculum strategy is to ensure that
learners are prepared for life in modern Britain. Leaders have
developed a 'Life in Modern Britain' (LiMB) strategy in recognition of
the need to better prepare learners to keep themselves safe within

their local areas when they leave college.

All staff are kept informed of changes in line with Prevent (e.g. a

briefing when the new guidance was released).

There is an expectation that 100% of staff complete online training in

relation to Prevent.
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Further action needed

What is the risk ~ What does your institution need to

here?

further action to address the identified
risk(s)?
Refresh governors about the Prevent

Duty risk assessment (content and

purpose).

Lead officer

Date for

completion

DLWP|  Jul-26
Update about the risk assessment to
be shared in an end of week email
update.

DLWP|  Jul-26




Category

Risk

Hazard

Leaders do not drive an effective
safeguarding culture across the

institution.

Risk management Further action needed

Safeguarding and Prevent feature as training to be completed as part
of both staff and learner induction.

All staff must read and sign their understanding of 'Part One' of
KCSIE.

Safeguarding culture is driven by keeping staff up to date about
safeguarding and 'Prevent’' developments, through staff briefings, email

updates, and training.

The college has a 'low level concerns' policy which feeds into the

whistleblowing policy, promoting an open safeguarding culture.

Leaders use feedback to determine areas for improvement, e.g. from

the learner satisfaction survey and staff annual safeguarding survey.

Leaders do not provide a safe

environment for learners.

Lead officer

Date for

Leaders ensure learners are asked about feeling safe at college often,

and ask learners safeguarding questions as part of learning walks.

The curriculum is responsive to learner need, ensuring learners are
developing the knowledge, skills and behaviours to keep themselves

safe at home, online and in their local communities.

Leadership have clear understanding of reporting and referral

mechanisms.

There is a wide variety of reporting mechanisms available to learners,
e.g. text, call, email, the safeguarding app, and talking to a member of
staff.

Partnership

Capabilities

Category

The setting is not fully appraised of national and
local risks, does work with partners to safeguard
children vulnerable to radicalisation, and does not
have access to good practice advice, guidance or

supportive peer networks.

Risk

The provider does not establish
effective partnerships with other
partners including police, DfE Regional
Prevent Coordinator, and the local

authority.

The college links with local partners, for example:

- The DfE Regional Prevent Coordinators for East Midlands and the
North East

- Effective partnerships with the Coordinators, including calling for
advice about learners and asking for feedback about certain Prevent

related material (e.g. the LiMB strategy)

- The DSL joins local and national networks to keep knowledge up-to-
date (e.g. East Midlands Network, ETF network, Natspec)

- The college links with local police departments to deliver sessions
to learners

- The college works with the local safeguarding partners as part of
referrals as needed

- Referrals to the Prevent police teams where needed

Learners not engaged on Prevent duty

implementation.

Hazard

Learners are actively involved in the Life in Modern Britain
curriculum, which adapts depending on where the learners are based
(e.g., Life in Modern Nottingham delivers different content to Life in
Modern Rotherham).

Learners receive education about Prevent through the curriculum,
such as Personal Social Development, and as part of themed days.
Learners benefit from workshops delivered by the Police around

topics such as County Lines.

Risk management
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Add Prevent trend comparison to
annual safeguarding report for
governors (include year-on-year prevent
vulnerability trends and referral
analysis)
DLWP| Aug-26
Collect evidence around learner
understanding of Prevent -
radicalisation and extremism
DLWP|  Jul-26
Date for
Further action needed Lead officer )
completion



Category

Staff training

Risk

Staff do not recognise signs of abuse or
vulnerabilities and the risk of harm is not

reported properly and promptly by staff.

Hazard

Appropriate staff including governors,
do not understand what radicalisation
means and why people may be
vulnerable to being drawn into

terrorism

Risk management

Staff training:
- Al staff receive online training in The Prevent Duty

- Al staff receive regular Prevent training delivered by the DSL
including regular briefings

- Knowledge of training is tested at points throughout the year, for
example through short quizzes (KCSIE Part One, Prevent briefing)
and the annual safeguarding survey

- Staff confidence against safeguarding remains high as reported
through the annual safeguarding survey, including ability to recognise
signs of radicalisation.

- Training has covered the nuances of neurodivergence and the

increased number in referrals for young people with autism.

Appropriate staff including governors,
do not know what measures are
available to prevent people from being
drawn into terrorism and do not know
how to obtain support for people who

may be exploited by radicalising

Further action needed

Lead officer

Date for

completion

Governors complete training in the Prevent Duty.

See above.

Reducing Permissive Environments

Category

Information Sharing

Staff do not share information with relevant

partners in a timely manner.

Risk

Learners are exposed to intolerant or hateful
narratives and lack understanding of the risks
posed by terrorist organisations and extremist

ideologies that underpin them.

Staff do not feel confident sharing
information with partners regarding

radicalisation concerns.

Staff are not aware of the Prevent

referral process.

No safeguarding information sharing
consideration or agreement (where
appropriate) in place at the local level.
Necessity, proportionality, consent,
power to share and data protection
not a consideration when sharing

information with partners.

Hazard

The setting does not provide a safe
space in which children and young
people can understand and discuss
sensitive topics, including terrorism
and the extremist ideas that are part of
terrorist ideology, and learn how to

challenge these ideas.

Landmarks has a culture of safeguarding that supports effective

arrangements to:

- identify children and adults who may need early help or who are at
risk of neglect, abuse, grooming or exploitation

- help children reduce their risk of harm by securing the support they
need, or referring in a timely way to those who have the expertise to

help

Landmarks has clear processes for raising radicalisation concerns and

making a Prevent referral, included within the safeguarding policies.

Information is shared when necessary, with relevant professionals as

part of an overall safeguarding duty.

Risk management

The curriculum embeds opportunities for discussions around Prevent,

starting with induction and working through other curriculum areas.

All learners will learn about how to keep themselves safe, how to
report concerns, and how to recognise when someone is being
'mean’ or coercive. All learners will learn about British Values and
how they relate to their lives. All learners will learn about how to
keep safe online and what to do if they come across worring content

online.

Some learners will cover more complex topics including radicalisation

and terrorist ideology as part of 'Life in Modern Britain' sessions.

Further action needed

Pop up "talk to me about..." stall over
lunch where learners can approach

staff about any online safety worries.

Learner digital resilience survey: Gather
learner voice on online safety
confidence and understanding of

extremist content.

Lead officer

LWM

Date for

completion

Jul-26
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Category

Building resilience to radicalisation

The setting does not teach a broad and
balanced curriculum which promotes
spiritual, moral, cultural mental and
physical development of pupils and
fundamental British values and

community cohesion.

Risk management

Health and wellbeing is promoted across all subjects. SMSC is

covered throughout the Life in Modern Britain curriculum.

Learners are encouraged to become involved in their local
community - for example, learners have volunteered to cut the grass
for elderly residents around the college. Learners have liaised with
the local MP around bus routes when they realised a route was less
accessible by the college, and successfully had the route altered.
Learners take part in supported internships and work experience

opportunities within their local communities.

British Values are not exemplified by
staff and learners are unaware of both
the values and how they and Prevent

relate to their life and course.

British Values are embedded into everyday college life, and tutors
make reference to these where relevant. British Values are also

taught explicitly, for example through the LIMB curriculum.

Further action needed

Lead officer

Date for

completion

IT policies

Ineffective IT policies increases the likelihood of
learners and staff being drawn into extremist
material and narratives online. Inappropriate
internet use by learners is not identified or

followed up.

Learners can access terrorist and
extremist material when accessing the

internet at the institution.

Appropriate filtering and monitoring software is in place.

Filters block learners from being able to access inappropriate content

while accessing the college WiFi.

Monitoring software, NetSupport, allows the DSL and ICT Manager
(DSO) to closely monitor and respond to any concerns through

learners' ICT use.

British Values refresh - learners to
create a video about what the

British Values mean to them

IC

Jul-26

Learners may distribute extremist

material using the institution IT system.

Filtering software blocks learners from being able to access
inappropriate content online. Should this manage to bypass the
filtering software, NetSupport would alert the DSL and ICT Manager
to any other concerning words that have been typed or found in a

document. Altering is instant, which allows for quick responses to any

No consideration of filtering as a
means of restricting access to harmful

content in policies.

ICT policies address filtering and monitoring as a safeguarding

measure, as do the safeguarding policies.

External speakers and events

Ineffective external speaker and events
policies/processes increases the chances of
extremist infiltration through events and speaking

opportunities.

No risk assessment process attached
to events. Ineffective or no thought on
appropriate mitigations to risk, or
event cancellation in place of effective
risk mitigation which impacts freedom

of speech.

There is a clear, proportional external speakers and events process
(included within the safeguarding policies), which would include due

diligence, sign off and appropriate mitigations put in place.

Management of space

Access could be gained by an external party for
the purpose of causing harm to learners and staff.
Learners and staff could be exposed to extremist

ideologies.

Access to the institution by external
parties is not monitored, and due
diligence is not carried out.

Access to the institution by learners is

not monitored.

Landmarks has a clear visitors policy including a safeguarding leaflet
for visitors, to ensure expectations around this are clear. Access is
monitored through a signing in and out process which takes place for

all staff, learners and visitors.

Rooms can be hired out at the
institution and could be used for
meetings of an extremist nature due to

a lack of due diligence.

Currently, none of the college sites can be hired out for external use.
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